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In 2021, The Lancet and the Financial 
Times published a report by a commission 
of experts entitled Governing health 
futures 2030: growing up in a digital 
world. It describes the many ways that 
digital technologies are affecting health 
and access to health services (Kickbusch 
et al. 2021). The report emphasises the 
changing inter-relationships between the 
health and digital technology sectors and 
makes the case for effective governance 
of digital health. It outlines measures 
that can be taken to influence the speed 
and direction of change, with the aims of 
building trust and ensuring that the needs 
of poor and vulnerable people are met. 
Its focus is on global trends and global 
responses. This report complements that 
document by focusing on actions that 
LMICs can take to ensure that digital 
innovations contribute to their strategies 
for improving health and access to 
health services

Visions of a 
transformed health 
sector 
As digital health technologies are 
becoming more sophisticated and more 
widely available, there is discussion about 
their impact on existing health services 
and the consequences this will have 
for the users. A number of international 
organisations,1 information technology 
companies,2 management consultancies3 
and business organisations4 have 
published optimistic visions of a health 
sector transformed by digital technology. 
These organisations envisage a future 
in which individuals measure health 
indicators with inexpensive diagnostic 
devices, input data through a smartphone 
or similar device, and access algorithms 
that help them manage their health, or 
select an expert to consult in person or 
online. Many commonly used drugs will 
be supplied through an e-prescription. 
Individuals will have electronic records 
that keep them informed and ensure 

The Covid-19 pandemic has 
re-emphasised the need 
to ensure equitable access 
to safe, effective and 
affordable health services. 
The very rapid shift to the 
use of smartphone apps and 
telephone consultations 
(telemedicine) has 
highlighted the potential 
impact of digital innovations 
on the capacity of health 
services to meet this need. 
It is time to take digital 
health seriously. 
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smooth communication between different 
medical specialists. Data from these 
records will facilitate the development of 
individually tailored treatments. 

Others warn that there is a long history of 
technological innovations being promoted 
as ‘silver bullet’ solutions to intractable 
problems, but whose impact falls short 
of the rosy predictions. Technological 
innovations often fail to deliver for a 
number of reasons that include challenges 
in adapting them to different contexts, 
varying levels of social acceptance, and 
the influence of powerful stakeholders 
on how new technologies are translated 
into goods and services. A number of 
analysts emphasise potentially negative 
consequences of the spread of digital 
health. They fear that people who do 
not have internet access or cannot 
afford to pay for a private service may 
be excluded. Availability of digital health 
solutions could reduce the pressure on 
governments or insurance companies 
to ensure the availability of ‘traditional’ 
health-care options. Companies could 
use digital health services to promote a 
costly style of care that relies heavily on 
diagnostic devices and drug treatments. 
There are concerns about the privacy of 
patients and the possible use of data as 
a commercial asset or an instrument of 
political control. 

These utopian and dystopian visions 
present different possible futures 
for the health sector. Both envision a 
transformation of many aspects of the 
way it is organised. The existence of 
these competing visions highlights the 
degree to which actions by governments 
and other stakeholders at national and 
international levels can influence the 
organisation and delivery of health 
services and their ability to meet the 
needs of an entire population, including 
poor and socially excluded people. 

Genesis of this report

This report presents the outcome of a series 
of consultations organised by the Mutual 
Learning for Mixed Health Systems platform 
led by the Public Health Foundation of India 
(PHFI), the Institute of Development Studies 
(IDS) and Amref Health Africa. The aim was 
to get a clear picture of the contribution (if 
any) that the private sector has been making 
to the achievement of national efforts to 
increase access to equitable and effective 
health services and to identify promising 
innovations for governing a mixed health 
system. It involved more than 300 senior 
government officials, leaders of private 
companies, technology innovators and 
health system analysts working in Asia, 
Africa and Latin America. 

An initial set of meetings in India, Vietnam 
and Rwanda explored innovative approaches 
for government engagement with the 
private sector aimed at accelerating progress 
towards universal health coverage. These 
meetings highlighted a growing interest in 
the potential role of digital innovation. PHFI 
and IDS then led additional consultations 
focusing on digital health: online meetings 
on lessons from the response to the 
Covid-19 crisis; panel discussions focusing 
on India’s rapid development of digital 
health; and a high-level panel discussion 
with leaders in digital innovation and health 
system strengthening as part of a satellite 
session at an international conference in 
Bogotá in late 2022. These discussions 
identified the following issues: 

•   Most participating countries had 
mixed health systems in which 
private providers contributed to the 
response to the Covid-19 pandemic, 
but many lacked effective governance 
arrangements to ensure the provision 
of services that are accessible to all 
population groups.

•   There was a recognition of the rapidity 
of development of digital health 
and that it was time to move past 
proof-of-concept projects towards 
the incorporation of innovations 
into strategies for health system 
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‘There is a recognition 
of the rapidity of 
development of digital 
health and that it is 
time to move past 
proof-of-concept 
projects towards 
the incorporation 
of innovations into 
strategies for health 
system strengthening 
at scale.’

From visions of 
transformation to 
the management 
of change 

Despite the many predictions of a digital 
transformation of the health sector, 
progress towards this goal has been slow. 
More than ten years ago, Christensen, 
Grossman and Hwang published an 
influential book that described how digital 
technologies have disrupted several 
economic sectors and predicted that they 
would have a similar impact on health 
(Christensen, Grossman and Hwang 2009). 
The authors argued that an important 
aspect of this kind of transformation is the 
establishment of what they called a ‘value 
framework’ that can ensure that social 
objectives are met, while also enabling 
companies to generate revenue. In most 
countries, the creation of an institutional 
framework to incorporate digital 
innovations into the health system is at 
an early stage. This is largely due to some 
distinct features of the health sector:

•    Health care involves a mix of services 
including the measurement of 
health-related indicators, access to 
expert advice, easy availability of drug 
treatment; the capacity to provide 
these services at an affordable cost 
requires a number of technological and 
organisational innovations.

•    The performance of the health sector 
is influenced by regulations that ensure 
that health services are safe and 
effective, and there have been many 
challenges in adapting them to the new 
circumstances. 

•    Health has high political visibility 
and governments tend to give higher 
priority to short-term risks and benefits 
than to the longer-term implications of 
their decisions.

•    The development of new kinds of 
relationships between public health 
services and digital health companies 
has been affected by the limited 
experience of many governments in the 
governance of a mixed health system.

strengthening at scale, involving new 
types of collaboration between the 
public sector and companies with 
expertise in digital health.

•   It became apparent that there is a 
big difference in the understanding 
and perspectives of stakeholders: 
technology innovators had little 
knowledge of the organisation and 
governance arrangements in health 
systems and health policymakers knew 
little about the digital health industry 
and the factors that influence the 
emergence and rapid introduction

 of innovations.
•   There was little evidence of the 

involvement of citizen groups 
in discussions about digital 
transformation of health systems.

Many of the people consulted were based 
in countries with mixed health systems 
that struggled to provide universal 
access to safe, effective and affordable 
health services. There was a hope that 
digital technologies could contribute 
to an acceleration of progress towards 
this goal, by enabling people to monitor 
many health-related indicators and obtain 
expert advice on how to manage their 
problems – despite shortages of well-
trained personnel, weaknesses in quality 
assurance, and resource-constrained 
public services. However, the people 
consulted were unsure about how to 
manage this process of change.
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Until recently, the impact of digital 
health innovations has been modest, 
leading health policymakers to pay little 
attention to them. The failure of many 
proof-of-concept projects to result 
in major changes to health system 
performance has contributed to a sense 
of disillusionment. Several factors have 
increased the likelihood of incorporating 
digital health innovations at scale. First 
is the rapidly growing proportion of the 
population who own a smartphone or 
similar device and can access the internet 
at an affordable cost. Many people, 
especially the young, already seek health 
advice online. Second are technological 
innovations that make it easy to 
measure health indicators such as blood 
sugar, oxygen saturation and so forth. 
Thirdly, many countries have a thriving 
information technology start-up sector 
that is actively developing digital 
health services.

The response to the Covid-19 pandemic 
illustrated the capacity in many 
countries for digital health innovation. 
In the context of a health emergency, 
many governments removed regulatory 
constraints to digital health (temporarily 
or permanently) to enable the rapid 
establishment of digitally enabled health 
services and the creation of new kinds 
of partnership between the public and 
private sectors. India, Indonesia, the 
Philippines, and Rwanda, for example, 
experienced big increases in the coverage 
of telemedicine. It is now important that 
governments and other stakeholders 
strengthen their capacity to influence the 
development and performance of digital 
health services to ensure they fulfil 
their promise, while guarding against 
possible problems.

This document focuses on LMICs – 
a broad category that covers greatly 
differing economies with a variety of 
institutional arrangements. Historically, 
one factor that has tended to unite them 
was that they were mostly importers 
of cutting-edge technologies and their 
governments had a limited ability to 
influence the arrangements to regulate 

these technologies. These distinctions 
are becoming blurred as an increasing 
number of countries have built a capacity 
for innovation and potential leadership 
in digital health. The challenges that 
countries in different positions in global 
value chains face are different. This will 
affect how they navigate the changes 
brought by digital health technologies. 
This report does not provide a blueprint 
for countries to follow. Rather, it presents 
a framework that national stakeholders 
can use as a basis for developing an 
appropriate strategy for managing 
digital health transformation.

Building a common 
understanding 
The World Health Organization (WHO) 
Global Strategy on Digital Health 
2020–2025 recommends that digital 
technologies be viewed as ‘an essential 
component and an enabler of sustainable 
health systems and universal health 
coverage’ (WHO 2021: 15). It calls on 
countries to formulate and implement 
digital health strategies and establish 

‘In most countries, 
the creation of an 
institutional framework 
to incorporate digital 
innovations into the 
health system is at 
an early stage… but 
the response to the 
Covid-19 pandemic 
illustrated the capacity 
in many countries 
for digital health 
innovation.’
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‘Digital health 
transformation 
will entail changes 
to the roles and 
responsibilities of a 
variety of stakeholders. 
None has a full picture 
of the emerging digital 
health system.’

mechanisms to involve a wide range of 
stakeholders in decision-making. This 
report aims to help countries to achieve 
this objective. It focuses on the need to 
situate a digital health strategy in the 
context of governing a mixed health 
system and engaging with a large and 
rapidly changing information technology 
sector. It also emphasises the need to 
involve citizens in decision-making to 
ensure accountability and maintain trust 
in a context of rapid change. Its focus 
is on next steps in incorporating digital 
innovations into national strategies for 
health system strengthening and reform, 
while recognising the longer-term impact 
of decisions and the global dimension of 
digital health governance.

The discussion that follows takes as 
its starting point the broadly agreed 
health sector goal of providing equitable 
access to safe, effective and affordable 
services that people can trust. Digital 
health transformation will entail changes 
to the roles and responsibilities of a 

variety of stakeholders. None has a full 
picture of the emerging digital health 
system. Health system managers have 
little understanding of the technology 
sector; technology innovators have little 
understanding of the structure and the 
institutional arrangements in the health 
sector; and citizens have only a limited 
understanding of both sectors. 

The following sections have been 
structured to contribute to a common 
understanding between these 
stakeholders and to outline concrete 
ways forward. Section 2 introduces the 
digital health sector. The following three 
sections outline issues to be addressed 
in managing the process of change from 
the perspectives of the health sector, 
the technology innovation ecosystem 
and citizens, respectively. The report 
concludes with a discussion of the need 
for a learning approach to institutional 
change and a presentation of next steps 
that countries can take in managing 
digital health transformation.



The digital 
health sector2

8
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There is no simple way to draw a 
boundary around the digital health 
sector, because it involves a variety of 
technologies relevant to health care. WHO 
classifies interventions on the basis of 
target user groups (WHO 2018),5 while 
market analysts tend to categorise digital 
health in technological terms (Grand View 
Research 2022; Global Market Insights 
2023).6 In this report we focus on the 
technologies that are used increasingly in 
primary health care and that are relevant 
for LMICs. 

The digital health industry is constituted 
of companies that develop and provide 
digital products and services. These 
companies span a spectrum from very 
large digital platforms to start-ups that 
supply specific solutions to health-care 
providers and other clients. They provide 
services that involve all aspects of the 
health system including delivery of health 
care, disease surveillance, logistics and 
system management, and direct support 
to people in managing their health 
(Oparin, Panibratov and Ermolaeva 2021). 
They work with a variety of clients and 
operate within a complex regulatory 
framework.

The global digital 
health market
The global digital health market has 
grown significantly and is projected to 
continue to grow. It was estimated to be 
worth more than US$210 billion in 2022 
and is projected to increase at an annual 
rate of between 16 per cent and 28 per 
cent, reaching between US$780 billion 
and US$1.5 trillion by 2030 (Grand View 
Research 2022; Global Market Insights 
2023). Currently the largest market is 
North America, but the fastest growing 
market between 2022 and 2030 is 
expected to be Asia (ibid.).

In 2021, the telemedicine segment of the 
global digital health market was estimated 
to be the largest with a market revenue 

This section introduces 
the rapidly changing 
digital health sector. There 
is a limited amount of 
information in the public 
domain about its structure 
and the strategies of its 
key players. This means 
that it is impossible to 
predict how the industry 
will look even a few years 
from now. The following 
paragraphs describe the 
kinds of actors involved and 
outline some factors that 
may influence its direction 
of development. 
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share of more than one-third. Digital 
health services (e.g. pre-installation 
and post-installation services covering 
project planning, staffing, implementation, 
training, and resource allocation and 
optimisation), compared to the provision 
of software and hardware technologies, 
dominates the market and accounts for 
nearly half the market revenue share 
(ibid.). However, the software segment 
is anticipated to grow rapidly owing to 
the fast adoption of software systems by 
patients, health-care facilities, providers, 
and insurance payers (ibid.). 

The market players include large health 
technology and information technology 
companies, which offer numerous 
subscription plans, digital health platforms, 
and enhancing data security features. 
US companies currently account for a 
substantial share of the market, but Chinese 
and Indian companies are growing rapidly.

Health technology companies include many 
start-ups that pioneer new technologies 
and services. There is increasing evidence 
of the entry of local entrepreneurs 
to health markets in LMICs, often in 
partnership with larger international 
companies, international development 
agencies, and governments. Health-care 
technology start-ups in India, for 
example, raised a total of US$504 million 
between 2014 and 2018 –strengthened 
by government investment in digital 
infrastructure with the aim of enabling 
digital interoperability (Bode et al. 2021).7 

Other market participants include internet 
and mobile phone operators who hope to 
play the role of holistic information and 
communications technology (ICT) and 
digital service partners for governments, 
health providers and health tech 
companies.8 Leading pharmaceutical 
companies are exploring how digital 
transformation of health care can provide 
new ways to develop and distribute drugs.9 
Digital health also includes non-profit 
organisations and non-governmental 
organisations (NGOs) that pilot new 
services, support social enterprises and 
target specific groups of clients. 

Changing power 
relations 

The rise of digital health has led to the 
entry of new market players into the 
health sector. This is leading to concerns 
about how this could change power 
relations in the health sector (Ozalp et 
al. 2022; Ebeling 2021). There is a lot of 
speculation about the potential impact 
on efforts to ensure equitable access to 
effective and affordable health care. 

One issue raised by several analysts is the 
potential role of large digital platforms. 
Successful platforms achieve rapid 
growth through the so-called ‘network 
effect’ which makes it difficult for the 
users to leave the platform, while using 
algorithm-driven data analysis to improve 
and expand their offering (OECD 2019). In 
the case of digital health this would mean 
a continuing refinement of treatment 
algorithms based on the analysis of data 
on treatment outcomes. These platforms 
could become powerful players in health 
care if current governance arrangements 
remain unchanged. 

There are big debates about how these 
arrangements should be reformed (Ozalp 
et al. 2022). On the one hand, digital 
health companies need to accept that 
they are entering a highly regulated 
sector. On the other hand, too many 

‘The global digital health 
market has grown 
significantly and is 
projected to continue 
to grow… the fastest 
growing market between 
2022 and 2030 is 
expected to be Asia.’
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restrictions could slow innovation and 
make it difficult for companies to survive 
economically. One area of intense debate 
concerns the access, use and control 
of sensitive health data by commercial 
actors. Digital health companies need 
access to health data to develop new 
health products and services (Li, Nirei 
and Yamana 2019). Although these 
products and services could improve 
health care, legitimate questions remain 
regarding data protection and security. It 
has been estimated that approximately 
30 per cent of the world’s data volume 
is generated by the health-care industry 
and this is expected to grow (Thomason 
2021). Harnessing these data could be of 
huge commercial value. The regulatory 
arrangements put in place regarding 
access and use of these data will strongly 
influence both the immediate wellbeing 
of patients and the longer-term direction 
of development of the health sector. This 
is leading to a call for investment in the 
development of health-related digital 
public goods (United Nations 2020).

Another issue is that large tech 
companies use their market power and 
financial means to make acquisitions to 
build a more integrated suite of services 
and to enter new markets (CB Insights 
2021),10 but also to buy up potential 
competitors (Prado and Bauer 2022; 
Song and Pan 2021).11 Analysts have 
pointed out that this has the potential 
to diminish competition and reduce the 
quality of innovations (Schechter 2018; 
McLeod 2020). Regulators face difficult 
issues in ascertaining the degree of 
concentration of ownership of digital 
health companies that is desirable. 

Several analysts emphasise the degree to 
which large technology companies invest 
effort and resources on engagement 
with external stakeholders with the aim 
of influencing the rules that shape the 
market (Jaworski, Kohli and Sahay 2000). 
The development of a valuable technology 
is not enough for a company to grow 
(Nenonen, Storbacka and Windahl 2019). 
Successful technology companies actively 
seek strategic partnerships and spend 

a lot of money to influence or engage 
with regulators, policymakers, and 
clients (Kaartemo and Nyström 2021). 
There is nothing new about this, but big 
technology companies have a great deal 
of resources and capabilities to co-create 
or shape institutional arrangements that 
govern the market.  This raises concerns 
about unequal power between these 
companies and governments of LMICs 
and highlights the need for measures to 
build the capacity of these governments 
and for international agreements on rules 
of engagement. Policy briefings to the 
G20 have drawn attention to this matter 
and the 2023 G20 in India is considering 
the launch of an initiative to address this 
issue (Bloom et al. 2019).

‘It has been estimated 
that approximately 30 per 
cent of the world’s data 
volume is generated by 
the health-care industry 
and this is expected to 
grow. Harnessing these 
data could be of huge 
commercial value.’
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Digital health as 
an ecosystem 

The market is increasingly perceived to 
be made up of networks or ecosystems 
in which multiple stakeholders are active. 
Building a viable digital health ecosystem 
is considered more and more relevant 
to implementing digital health solutions 
and determining how the market will 
be shaped. Such a viable ecosystem 
would be one to which each stakeholder 
contributes by strengthening network 
effects, integrating and applying their 
own resources and capabilities to enrich 
digital health services. That is why this 
report emphasises the importance of 
viewing digital health through a systems 
lens. The current digital health ecosystem 
is fragmented and often built around 
specific and contextualised technical 
solutions that have been created and 
adapted over time through different 
processes and approaches (Hermes et 
al. 2020). A recent report by McKinsey 
emphasises the leadership roles that 
government and the private sector need 
to play in building a coherent digital 
health ecosystem (Bode et al. 2021). 
The report of the Lancet/Financial 
Times commission, referred to above, 
emphasises that the ecosystem should 
be ‘driven by public purpose, not private 
profit’ (Kickbusch et al. 2021). 

Policymakers need to address a number 
of questions in managing digital 
transformation. How can low-income 
populations in urban and rural areas be 
reached, engaged with, and empowered 
by digital health services (Herselman et al. 
2016). How can the ecosystem approach 
be used to achieve innovative solutions 
that are sensitive to local economic, 
social, cultural, and organisational factors 
(Khubone, Tlou and Mashamba-Thompson 
2020)? How should large digital 
platforms contribute to these processes 
and how will they interact with other 
stakeholders to influence the shape of 
markets (Neumark and Prince 2021)? 
Who will be accountable for improving the 
availability, access, and delivery of digital 

health-care services? How will countries 
adapt their institutional arrangements to 
take these technologies into account? 
It can take many years to develop 
trust-based relationships. During this time 
effective stewardship, strong governance 
structures and long-term finance will be 
needed (Frost et al. 2018). The following 
sections present a framework to help 
stakeholders to begin to address these 
questions as they build a digital health 
ecosystem for public purpose.

‘Building a viable digital 
health ecosystem 
is considered more 
and more relevant to 
implementing digital 
health solutions and 
determining how the 
market will be shaped.’
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One characteristic of the health sector 
is the population’s expectation that the 
government will protect them against 
major health shocks and ensure that 
medical care is safe, effective and 
affordable. The way that governments 
have tried to meet this expectation has 
changed over time. During the second 
half of the twentieth century many 
LMICs created publicly financed and 
managed health systems. This approach 
reflected broader development strategies 
that relied heavily on state-owned 
enterprises to lead the construction of a 
modern economy (Bloom, Standing and 
Lloyd 2008). As markets have become 
increasingly important in these countries, 
pluralistic health systems have emerged 
in which both governments and markets 
play important roles (Bloom and Standing 
2001; Mackintosh et al. 2016). The 
creation of institutions to govern health 
system performance has not kept up 
with these changes and problems have 
emerged with the cost and quality 
of services.

A wide variety of non-state actors are 
active in pluralistic health sectors. They 
include health service providers, whose 
size ranges from individual practices 
through medium-size organisations 
such as clinics or hospitals, to larger 
organisations which manage or oversee 
many facilities. Other entities produce 
and supply drugs, diagnostic equipment 
or other health-related services. Many 
private providers function like businesses, 
which respond strongly to financial 
incentives. This can lead to the provision 
of unnecessarily costly care and/or to 
a neglect of quality. Others, such as 
faith-based health facilities or NGOs, 
may define their mission as meeting 
social needs. So-called ‘social impact’ 
organisations explicitly aim to balance 
earning profits and achieving social goals 
(Vimarlund, Nikula and Nøhr 2021). In all 
these cases, facilities are influenced by 
both immediate financial pressures and a 
longer-term effort to build and maintain 
a good reputation. The institutional 
arrangements within which they are 
embedded can influence the balance 

The formulation and 
implementation of a 
digital health strategy, 
as advocated by WHO, is 
not simply a question of 
incorporating technological 
innovations into the 
delivery of medical care. 
It involves the creation of 
new kinds of partnership 
between organisations in 
the health and information 
technology sectors and new 
governance arrangements 
for health system 
integration. This section 
is about the mixed health 
systems within which this 
kind of strategy must be 
embedded. 
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between these incentives, and thus their 
performance in meeting social needs. 

In some countries, a large proportion 
of providers of health-related goods 
and services work outside the legal 
framework. In South Asia and Africa, 
for example, informal drug shops are an 
important source of advice and drugs, 
especially for people with lower incomes 
(Gautham et al. 2014; Awor, Miller and 
Peterson 2014). This reflects the broader 
reality that a substantial proportion of 
economic activity in these countries 
takes place in an informal sector of 
small businesses and the self-employed. 
Evidence indicates that easy access to 
antibiotic treatment of common infections 
has contributed to reductions in mortality, 
but studies have also found that informal 
providers recommend inappropriate 
treatments (Sudhinaraset et al. 2013; 
Gautham et al. 2014; Das et al. 2016). 
One common pattern is that poor and 
socially excluded groups tend to rely on 
informal providers. If countries are serious 
about reducing inequalities in access to 
care and accelerating progress towards 
universal health coverage, they need to 
find ways to improve the performance 
of these providers. Digital innovations 
may contribute by giving them access to 
treatment guidelines, facilitating referral 
and making it possible to monitor their 
performance.

Health systems also include organisations 
that interact with providers of health 
services, such as government or insurance 
schemes that organise social financing; 
intermediary organisations, such as local 
government health departments, large 
NGOs and academic institutions that 
support and monitor the performance 
of providers; government regulatory 
agencies responsible for enforcing 
adherence to laws and regulations; 
and civil society organisations such as 
professional bodies, business associations 
and citizen groups, which monitor the 
performance of providers and influence 
their reputation. They all influence health 
system performance. The emergence of 
digital health has led to the involvement 

of new types of organisation, such as 
mobile phone companies, IT platforms, 
and small start-up companies in the 
health sector. 

Institutional 
arrangements
Long experience has led to a consensus 
that unregulated markets for health 
services do not perform well in meeting 
a population’s needs. Governments play 
an important role in providing public 
health services and in financing medical 
care to provide more equitable access 
and prevent impoverishment. They are 
also responsible for ensuring that health 
services are effective and that people 
are not exploited when they are sick 
and most vulnerable. The possibility of 
this occurring arises from the existence 
of information asymmetry – the power 
imbalance between experts and those 
who rely on their advice. Societies have 
responded by establishing institutions, 
such as self-regulating professions 
and government employment of 
health workers, to help people identify 
appropriate practitioners and to 
discourage exploitative behaviour by 
these experts (Arrow 2004; Bloom et 
al. 2008; Leonard et al. 2013). The rapid 
spread of digital technologies can have 
a contradictory impact on information 
asymmetry (WHO 2021; Bloom et al. 
2017; Labrique et al. 2018; Ilin et al. 
2022). On the one hand, it can empower 
people by providing direct access to 
information and advice. On the other 
hand, it can erode trust in health experts 
and expose people to exploitation 
online. This illustrates the need for new 
governance arrangements. 

Over the years it has become clear that 
top-down regulatory arrangements 
have a limited capacity to influence 
the performance of a pluralistic health 
system, in which providers of health 
services are influenced by a combination 
of government regulations and individual 
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incentives. This has stimulated a search 
for alternatives to top-down enforcement 
of rules. In so-called ‘decentred’ or ‘smart’ 
regulation, governments, the private 
sector and the general public need 
to play active roles in governing the 
health sector to ensure that it addresses 
social priorities (Sheikh, Saligram and 
Prasad 2013; Bloom, Henson and Peters 
2014; Gunningham and Grabosky 1998; 
Hunter et al. 2022). Strategies for 
influencing performance tend to combine 
administrative controls, market-oriented 
actions and measures 
to empower clients and citizens:

•  The first involves the enactment and 
enforcement of regulations concerning 
the safety and effectiveness of health 
workers, facilities and health-related 
products, such as drugs and 

 diagnostic devices. 
•  The second comprises actions by 

individuals or associations to establish 
and maintain a reputation for good 
quality. This could be a purely private 
arrangement such as a hospital chain 
or a franchising arrangement. Or, it 
could take the form of self-regulation 
through organised professions 
or business associations. These 
arrangements can provide protection 
against incompetent and exploitative 
behaviour, but also powerful 
stakeholders can use them to shape 
markets in their own interest. 

•  The third concerns initiatives that 
empower users of health services to 
make informed decisions by providing 
information on performance and 
educating consumers on how to use 
this information. 

The government can also influence 
performance through its role as a 
purchaser of health services (including 
digital services) directly, or through 
a compulsory insurance scheme. The 
contracts it signs and the mechanisms 
for monitoring performance can provide 
strong signals to the providers of services. 
The effectiveness of these signals 
depends on the technical skills of the 
contract manager.

Effective governance requires a 
combination of approaches involving 
cooperation between government and 
other stakeholders to influence health 
system performance. One example is the 
use of community score cards that involve 
local stakeholder groups in assessing the 
performance of health facilities.12 In a 
number of countries the drug regulatory 
agency works closely with pharmaceutical 
companies to establish standards and 
identify breaches of these standards. 
The same often applies to professional 
regulatory agencies. These forms of 
‘smart regulation’ enable the creation of 
partnerships to establish and enforce 
standards of health system performance. 
It is important to establish mechanisms 
for consultation and decision-making 
that take the interests of the population, 
including poor and vulnerable people, 
into account, in order to counteract a 
tendency by the powerful to act in 
their own interest.

‘In so-called “decentred” 
or “smart” regulation, 
governments, the private 
sector and the general 
public need to play active 
roles in governing the 
health sector to ensure 
that it addresses social 
priorities.’
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Strengthening 
institutions for 
health system 
governance and 
digital health 
In 2020, WHO published a report that 
called for strengthening governance of 
what it described as ‘mixed’ health systems 
(WHO 2020). It identified six behaviours 
critical to the governance of private sector 
health services: 

•  Build understanding – collect and 
analyse data to align priorities 

 for action.
•  Foster relations – work together to 

achieve shared objectives in a new way 
of doing business.

•  Enable stakeholders – establish an 
institutional framework that 

 empowers actors.
•  Align structures – establish 

organisational structures to align with 
policy objectives.

•  Nurture trust – build mutual trust 
among all actors as reliable participants.

•  Deliver strategy – agree a sense of 
direction and articulation of roles and 
responsibilities.

This section outlines a strategy for 
strengthening governance of digital health 
that draws on these behaviours.

•  The first step is to build a shared 
understanding by documenting 
the key elements of the health 
sector to provide a basis for plans 
and strategies. This should include 
documenting the roles of different 
types of health provider in meeting 
the needs of different categories of 
user of services, important aspects 
of the relationships between these 
providers, governance arrangements 
and perceived problems that digital 
innovations are intended to address.

•  The second step is to build a 
consensus between stakeholders on 
core objectives of digital innovations. 

This is especially important in the 
health sector, in which the expectation 
that service providers will behave in an 
ethical manner underpins the trust that 
people have in them. Any strategy for 
change will need to maintain this trust.

•  It is then important to reach 
agreement on short-term plans for 
incorporating digital innovations into 
the health system, at scale. 

  This could involve specific interventions 
to address gaps in the health 
sector, the creation of new types of 
service delivery partnership and/
or strengthening the governance 
arrangements. As part of this, it is 
important to identify the concerns of 
different stakeholders about possible 
undesirable outcomes; reach agreement 
on the roles and responsibilities of each 
stakeholder in implementing the agreed 
change; and put in place measures to 
ensure that all participants have the 
capacity to undertake their agreed role 
(Tsevelvaanchig et al. 2018). Finally, it 
is important to establish mechanisms 
to involve all stakeholders in monitoring 
the implementation of the agreed plans.

One challenge that government health 
services face is the need for new kinds 
of contract with the suppliers of services. 
Government procurement procedures rely 
on a clear specification of a service and 
well-defined procedures for assessing 
value for money. It is difficult to apply 
this approach in the context of a rapidly 
evolving technology. Governments will 
need to build a capacity for ongoing 
engagement with digital health service 
providers to leave open the possibility 
for innovation and change, while 
ensuring accountability for the use of 
public resources. This is likely to include 
a requirement that reports by service 
providers include appropriate analyses 
of the data they are collecting.

Another challenge is the need to remove 
regulatory constraints to digital health 
innovation. Annexe contains a report 
by HealthX, a Kenyan digital health 
innovator. It describes how the Kenya 
Medical Practitioner and Dentists Council 
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Managing system 
change and 
transformation 
The immediate focus of a digital health 
strategy needs to be on relatively 
short-term measures to address gaps 
in existing health services. However, it 
is important to recognise the dynamic 
nature of the digital health sector. 

In response to the Covid-19 pandemic, 
several countries substantially expanded 
the provision of telemedicine. One 
review of the spread of telemedicine in 
the advanced market economies has 
concluded that the technology and 

the organisational arrangements for 
incorporating it into primary health care is 
too immature to have had a big impact on 
the performance of the system (Jimenez 
et al. 2021). In order to have a greater 
impact, digital health will need to involve 
more use of point-of-care diagnostics, 
algorithms to tailor care to individual needs 
and electronic records to facilitate referral 
arrangements, among other things.

It is hard to predict the direction and 
speed of change in the sector as 
digital health technologies mature. 
How will technologies and the way 
they are bundled evolve? How will the 
organisational arrangements in the sector 
evolve and what kinds of companies will 
emerge? As digital health is used more 
widely, what kinds of regulation will 
the governments of advanced market 
economies put in place and how will this 
influence the direction of change of global 
markets? One important issue will be the 
likely impact of digital transformation on 
the capacity of countries to adapt their 
health sector to local needs and maintain 
an independent capacity to provide 
services (van Stam 2022). 

Some analysts argue that the relative 
shallowness of the institutional 
arrangements in many LMICs will 
reduce the resistance to a rapid digital 
transformation of the health system once 
a tipping point is reached. This raises the 
possibility that some countries will be 
able to focus their efforts on establishing 
institutional arrangements more aligned 
with the new technologies (Mitchell and 
Kan 2019). This was the conclusion of 
a member of a panel of Indian experts 
on health system governance, who 
emphasised the absence of international 
best practice models for regulating digital 
health and suggested that India had the 
potential to be a leader. In the preparation 
of this report, we invited Ikigai Law, an 
Indian firm that specialises in technology 
and innovation, to provide some early 
learning about the process of regulatory 
reform (see Annexe). They identified 
the following priority areas for future 
regulatory action: 

responded to the Covid-19 pandemic 
by developing a virtual medical services 
licence that enabled registered and 
licenced health facilities to offer virtual 
medical services. The number of registered 
providers increased rapidly and by late 
2022 it had reached 50. This was an 
emergency response, whose main aim was 
to remove constraints to the provision of 
telemedicine. It represents a first stage in 
the adaptation of the regulatory system 
to digital health. 

‘One challenge that 
government health 
services face is the need 
for new kinds of contract 
with the suppliers of 
services… another is 
the need to remove 
regulatory constraints 
to digital health 
innovation.’
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‘Some analysts argue 
that the relative 
shallowness of 
the institutional 
arrangements in many 
LMICs will reduce the 
resistance to a rapid 
digital transformation 
of the health system 
once a tipping point 
is reached.’

•  Ethical management of health data to 
support research and innovation, while 
protecting the rights of patients. 

•  Evaluation of the safety and efficacy 
of emerging technologies such as 
artificial intelligence.

•  Quality control of health-care 
professions and products supplied 
in the digital space. Countries need 
to monitor for problems that may 
emerge and begin to build a capacity 
to address them (Ziebland, Hyde and 
Powell 2021).

The implementation of change and the 
shaping of the digital health market will 
be influenced by the relative power of 
different stakeholders, but also by the 
need to secure widespread belief in the 
legitimacy of the rules and a willingness 
to adhere to them. Market-shaping 
is a political process with a wide 
range of possible outcomes (Fligstein 
2002). Successful management of the 
incorporation of digital health will require 
the creation of a coalition that includes 
representatives of populations that are 
relatively weak and socially excluded, 
and the health services that address 
their needs. These stakeholders will, 
themselves, need to build their capacity to 
play effective roles as part of a decentred 
approach to health system governance. 
In the absence of this kind of competent 
leadership, there is a risk that the future 
development of the health sector will be 
largely influenced by the interests 
of powerful groups.

The management of change can be 
viewed as a process whereby institutions 
are established through trial and error. 
We can anticipate a period of continuing 
and accelerating change in many 
LMICs and it will become increasingly 
important for governments to build 
a capacity to manage adaptation to 
change. The direction that health 
system transformations take will be 
strongly influenced by the capacity of 
governments and of citizen groups to 
respond to social needs. 
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Digital health is a global industry, and 
developments in one country can have 
global significance. The governments 
of countries where major digital health 
companies are based have begun to 
negotiate the new rules to shape their 
own health systems. The decisions they 
make will strongly influence the direction 
of development of the global digital health 
sector. Governments of most middle- and 
low-income countries, which are adopters 
of the major digital health innovations, 
face the challenge of creating incentives 
and capabilities to adopt available 
innovations rapidly and effectively, 
while creating opportunities for domestic 
companies to enter the system and 
develop locally adapted products and 
services. They can also build the capacity 
to influence initiatives to establish 
regional or global norms and standards.

The innovation 
system perspective
The innovation system framework 
provides a tool for understanding and 
exploring ways to steer the development 
of a digitally enabled health sector. 
The emergence and implementation of 
digital health solutions is not happening 
randomly. The kind of innovations 
that emerge and are taken to scale 
is influenced by the incentives that 
innovators face. Innovation processes 
can be shaped, adapted and managed. It 
is possible to put in place a combination 
of financial incentives and governance 
arrangements to encourage the types of 
innovation consistent with development 
objectives, such as the provision of 
equitable access to health services. But 
this requires an understanding of the 
structure of the system and the functions 
it performs (Bergek et al. 2008). 

•  Its structure includes existing and 
emergent organisations, the way that 
markets operate, the institutions that 
influence the behaviour of organisations 
and the available knowledge.

Digital health 
transformation involves 
innovations in both 
hardware and software. 
Many of these innovations 
are being developed by 
information technology 
companies. Governments 
face big challenges in 
finding ways to engage 
with these companies 
to increase access to 
equitable, effective 
and affordable health 
services, while overseeing 
a longer-term process of 
change. In this section 
we introduce the idea 
of a digital health 
innovation system to 
provide a framework for 
guiding this engagement. 
The innovation system 
perspective focuses on 
how governance 
arrangements can influence 
the kinds of innovation 
that emerge and the 
overall direction of health 
system development.
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•  Its functions include knowledge 
development, resource mobilisation, 
market shaping, and capacity to 
influence the direction of change 
through policies, legitimisation, 
entrepreneurial experimentation and 
development of external economies. 

Both elements are relevant for 
understanding the processes of adoption 
and innovation of digital technologies and 
of designing appropriate interventions.

It is useful to map the main structural 
components of a system. The innovators are 
very often firms, but public sector institutions 
can also play an important role. The leading 
firms can be categorised in terms of 
whether they are national or international, 
they are large or medium-size and their 
sector of origin. Questions concerning the 
structure of the relevant markets include: 
Are the main users of digital health services 
individuals, governments, NGOs or other 
firms? Are the users changing with the new 
technologies? What challenges do users 
face in managing contracts with providers 
of digital services? Which institutions, formal 
and informal, are promoting or blocking 
particular types of innovation? Weak 
institutions, lack of relevant knowledge 
and capabilities and failures in interactions, 
due to market concentration, can all affect 
adoption and innovation processes (Klein 
Woolthuis, Lankhuizen and Gilsing 2005).

It is also important to understand which 
functions are working well, which are not, 
and what measures can be taken to facilitate 
change. For instance, low levels of trust 
among potential customers can block market 
formation; lack of financial opportunities can 
block resource mobilisation and research and 
development (R&D); lack of entrepreneurial 
capabilities within organisations can block 
experimentation (Bergek et al. 2008). The 
inter-relationship between functions matters. 
For instance, the presence of entrepreneurial 
management without the necessary 
organisational elements in place can lead 
to innovation capabilities that are utopian, 
fragmented, and short-lived. On the other 
hand, the introduction of organisational 
routines to support innovation, without 

entrepreneurial roles, could quickly lead to 
non-dynamic and inflexible arrangements 
(Greenhalgh et al. 2017).

Knowledge development, entrepreneurial 
experimentation, and market formation 
need to be seen together to understand 
the factors influencing the emergence 
of an innovation that can have impact 
at scale. Mobilisation of investment 
finance is a crucial factor, particularly 
for adoption at scale. It is important to 
understand how key actors in different 
parts of the system (e.g. service providers, 
regulators and technology companies) 
make alliances, connect to each other, 
or remain disconnected and fragmented 
regarding issues such as investments, 
authorisations and provision of funds 
(Musiolik, Markard and Hekkert 2012). 
Through their market and non-market 
interactions they create policies, norms, 
standards, support programmes and views 
about the potential of the new technologies 
that are shaping innovation and their 
impact (Bergek et al. 2008). One especially 
challenging issue is the important role of 
finance by government, insurance schemes 
and philanthropies to ensure that services 
are affordable to the poor and socially 
excluded. The business model of providers 
of services to this population group and 
the contracting practices of funders or 
purchasers of services need to adapt to this 
reality (Cassiolato and Dias Soares 2015).

Legitimation is a key function, especially 
when analysing innovations based on 
new knowledge and new technologies 
and whose likely impacts are not well 
understood. This is especially important in 
the health sector, where it is essential to 
maintain the trust of users and providers 
of services. In such circumstances, social 
acceptance and compliance with relevant 
regulations and institutions becomes 
central. Without sufficient legitimacy, the 
new technology and its proponents will 
struggle to be considered appropriate and 
desirable by relevant actors, affecting their 
ability to mobilise resources, build a market 
and secure political support (Bergek et 
al. 2008). It takes time and effort to build 
legitimacy for a technological innovation.
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Analysts of innovation in LMICs have 
added another function that is relevant 
when innovation and transformation 
processes begin with the importation 
of technologies and innovations. These 
countries need to monitor existing 
technologies and build specific types 
of technological and complementary 
capability to enable local actors to access, 
understand and handle the best imported 
technologies and eventually adapt and 
improve them to fit the local context. 
The systems in these countries need to 
take on this function, while at the same 
time creating incentives for domestic 
firms to learn and take advantage of the 
opportunities to create locally adapted 
products and businesses (Labrique 
et al. 2018). 

In many LMICs, health providers face 
challenges with the lack (or limited 
coverage) of a reliable data and 
communication infrastructure, lack of 
interoperability between different devices 
in different departments and organisations, 
limited ICT resources (including for training 
staff), shortages of people with basic 
ICT knowledge and skills, maintenance 
problems due to a lack of sustainable 
funding, and issues with governance 
systems related to confidentiality, 
regulations and trust (Haque et al. 2019; 
Mugo and Nzuki 2014; Kiberu, Mars and 
Scott 2017; Gudi et al. 2021).

Managing 
transformation 
processes
Digital technologies do not just affect 
specific services and isolated components 
of a health system. Over time, they are 
likely to transform many aspects of the 
system’s operation. Experience from 
the transformation of other sectors has 
shown that decisions made early in a 
transformation process can influence the 
future direction of change (Côté-Boileau 
et al. 2019). Public policy cannot leave 
this kind of transition to market forces 
alone. The kind of system that emerges 
and the degree to which it addresses 
social goals, such as equitable access to 
health care, will depend on early actions by 
government and other stakeholders (Schot 
and Steinmueller 2018). Government must 
play a central role in shaping the direction 
of system change. Analyses of system 
transformation focus particularly on issues 
of vision creation, power, value systems 
and forces resisting structural change. 

The management of a change from a 
situation that is well understood to 
one that is largely unknown is very 
challenging (Köhler 2019). There is often 
a tension between forces and actors that 
push for stability and those that push for 
change. The interaction between these 
two tendencies and the way it is managed 
can influence system-level transformation 
(Fuenfschilling and Truffer 2014). One 
factor that influences the direction 
of change is the interaction between 
stakeholders with different interests and 
different relative power (Kivimaa and Kern 
2016). It is important to understand the 
underlying politics and decision-making 
processes that can influence the 
governance of the innovation system 
and ensure that people at risk of being 
excluded from health services, because 
of income, ethnicity, geographical location 
and so forth, are included in decisions 
about innovation priorities. It is also 
important to include the providers of 
services most used by these groups. 

‘Without sufficient 
legitimacy, the new 
technology and its 
proponents will struggle 
to be considered 
appropriate and desirable 
by relevant actors, 
affecting their ability 
to mobilise resources, 
build a market and secure 
political support.’



24 Towards Digital Transformation for Universal Health Coverage

Market structures can influence 
the direction and speed of digital 
transformation. One potential challenge 
could be the emergence of a small 
number of large companies with excessive 
power to shape the characteristics of 
the digital health innovation system in 
their favour. This kind of concentration 
could spur digital health transformation, 
but it could also reduce the capacity 
for future innovation. Experiences from 
other sectors can throw light on how this 
might happen and on measures to avoid 
it (Marin, Stubrin and van Zwanenberg 
2023). A second potential problem could 
arise if companies that provide treatment 
advice have a financial incentive to 
promote a style of care that favours 
high levels of use of diagnostic tests and 
expensive pharmaceuticals. There may be 
a case for regulation to avoid ownership 
structures that internalise this kind of 
conflict of interest within companies.

The management of system-level changes 
can be conceived as involving four types 
of activity (Loorbach 2010):

•  Strategic activities take place in a 
‘transition arena’, where multiple 
stakeholders from civil society, 
business, public health, policy, and 
science identify potential transition 
pathways and define shared visions. 

•  Tactical activities are concrete 
strategies for agenda-building 
and supporting coalitions that 
involve commitments to invest and 
collaborate. 

•  Operational activities involve the 
translation of ideas into actions 
such as innovation experiments, 
demonstration projects, or 
implementation activities, combined 
with learning-by-doing. 

•  Reflexive activities are needed for 
further learning that should lead to 
new or adjusted visions.

Decisions about whom to include or 
exclude from the above activities will 
influence pathways and outcomes. There 
are many challenges in engaging with 
key stakeholders – for instance, to align 

a common ground for long-term visions 
with concrete short-term operational 
activities that need funding. 

Steps towards the 
formulation and 
implementation of 
a strategy for digital 
health innovation 
and transformation 
This section outlines some initial steps in 
the incorporation of an innovation system 
approach into a strategy for digital health 
transformation. 

•  Understand the emerging system(s) 
  The building blocks of the existing 

infrastructure, networks, institutions 
and actors in the system have to be 
mapped and analysed. They can then 
be examined in relation to existing 
challenges. For instance, are different 
building blocks blocking or stimulating 
participation and equal access, and is 
the existing infrastructure accessible 
and affordable for all? 

‘There is often a tension 
between forces and 
actors that push for 
stability and those that 
push for change. The 
interaction between 
these two tendencies and 
the way it is managed 
can influence the 
system-level process of 
transformation.’
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• Build consensus on the direction 
  of change 
  It is important to reach agreement 

between stakeholders on the 
objectives of digital transformation. 

  It is also important to identify concerns 
that people have about potential 
undesirable impacts of digital health 
and the measures that can be taken to 
address these concerns. 

• Identify constraints to adoption 
 and diffusion 
  Major influences on adoption are 

capability building, legitimacy and the 
possibility of viable business models. 
Specialised capabilities are needed 
to identify appropriate innovations 
from abroad. Governments and 
technical agencies need to build these 
capabilities. The new technologies 

  also need to be accepted by different 
types of users. It is important to ensure 
that digital health innovations take 
account of the values of inclusion, 
security, and adherence to regulations 
and standards. 

  Establish an agreement to ensure 
interoperability between different 
initiatives to reduce duplication and 
enable the building of system capacity 
over time. Any agreement on this issue 
will need to be complemented by rules 
to preserve patient confidentiality 

 and define appropriate uses of the 
 data collected. 

  When addressing issues of diffusion 
other functional aspects of the 
digital health innovation system 
need attention to ensure they are 
implemented (Greenhalgh et al. 
2004). These include support for 
the functioning of new markets and 
their regulation to avoid market 
concentration and/or forms of 
ownership that could encourage 

 costly kinds of medical care. 

•  Incentivise business to invest in 
innovations for equity in health 

  The rapid incorporation of digital 
innovations is likely to involve new 

kinds of partnership between public 
and private organisations. Innovators 
need to build a network with market 
and non-market actors and aim for 
continuous improvement through 
frequent monitoring and feedback 
from the groups of stakeholders in 
health care. 

• Carefully consider power relations
  Measures are needed to prevent 

powerful stakeholders from influencing 
the direction of development in their 
own interest at the expense of the 
public good. A lack of consideration 
of power relations and conflicting 
interests within the health innovation 
system can lead to the failure to 
understand systematic and unfair 
differences in health outcomes. 

  Studies of scaling up have pointed 
to practical issues that need to be 
addressed in order to provide access to 
social groups who have tended to be 
excluded from health services. There 
is a consensus that services provided 
on a commercial basis are unlikely to 
meet the needs of these people and 
that funds from government and/or 
philanthropies will be needed to ensure 
that the services are affordable. 

  Organisations providing digital health 
services to this population will need to 
create a business model that takes into 
account this form of financing. This 
will require new kinds of partnership 
and new arrangements for funding or 
purchasing these services. 

•  Create institutions with the capacity 
to inform the management of 

 these changes 
    This could be a department in an 

appropriate government ministry. 
  It could be supplemented by a 

thinktank or university department 
that can keep in touch with 
international developments. These 
institutions need to understand the 
demand and supply sides very well. 
Who within the system is interested 
and has the capability and resources 
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to search for, fund and support 
innovative digital solutions? Which 
research institutions and firms can 
deliver innovative solutions? They 
also need to help make connections 
between the two sides, by facilitating 
multi-stakeholder meetings and 
experimentations, for example.

The identification of emerging niches 
with the potential to lead development in 
different directions is crucial (van Winkle 
et al. 2019). Support for this kind of 
development requires building an alliance 
to push the innovations developed in 
these niches, and to deal with power 
imbalances between innovators and 
the actors with power in the incumbent 
system that resist changes.

‘A lack of consideration 
of power relations and 
conflicting interests 
within the health 
innovation system can 
lead to the failure to 
understand systematic 
and unfair differences in 
health outcomes.’



Citizen 
engagement for 
health equity5
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In this section we use 
the concepts of citizen 
engagement, accountability 
and health equity to 
explore some of the 
potential challenges and 
unintended consequences 
of digitalisation, and how 
powerful actors might be 
held to account by the 
populations they are meant 
to serve. In mixed health 
systems the question of 
who in the health sector is 
accountable for what and 
to whom can be difficult to 
disentangle. We focus on 
accountability mechanisms 
and structures that are 
already in place and that can 
be strengthened and adapted 
to the new challenges 
of digital transformation 
with the aim of mitigating 
health inequities. To 
address differences in 
health outcomes that 
are avoidable and unjust 
within digitalisation 
processes requires taking 
accountability seriously. 

As the use of digital technologies in 
the health sector grows, we argue that 
meaningful forms of accountability will 
require investment in building digital 
citizenship capabilities. It will also 
require creating adaptive and inclusive 
governance mechanisms that can act 
as a check on potentially undesirable 
outcomes. Accountability for equity in 
digital health requires creating space 
for the needs and perspectives of 
vulnerable and marginalised groups in 
design, implementation, and evaluation 
processes. It demands a value framework 
that centres on the pursuit of equitable 
health outcomes for all, rather than on the 
improvement of health services for the few. 

Social accountability 
To understand the current landscape of 
health system accountability practices, 
it is helpful to take stock of the situation 
prior to the Covid-19 pandemic. In 2018, 
in light of the 40th anniversary of the 
Alma Ata ‘Health for All’ declaration, 
governments and international health 
agencies expressed serious concern 
about the lack of progress towards 
achieving universal health coverage by 
2030 (Rumbold et al. 2017). Equally, there 
were substantial critiques of the quality 

‘Accountability for 
health equity in digital 
health requires creating 
space for the needs 
and perspectives 
of vulnerable and 
marginalised groups in 
design, implementation, 
and evaluation 
processes.’
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and safety of government-provided 
health services for those populations 
unable to pay out of pocket (Stenberg 
et al. 2019). In parallel, the expansion of 
private medical care in LMIC settings was 
accompanied by increased demands for 
strengthened accountability mechanisms 
such as patient score cards, new legal 
channels for answerability and redress, 
media-led investigations, government 
intervention and forced market exits for 
those health service actors unable to 
deliver on commitments (WHO 2020). 
Social accountability efforts – meaning 
grass-roots and community-led initiatives 
to hold health actors to account – had in 
some cases led to joined-up transnational 
initiatives pushing for health system 
reforms (Brinkerhoff and Wetterberg 2016; 
Edward et al. 2015; Flores 2018). New 
terms such as the ‘commercial determinants 
of health’ captured the growing awareness 
of how social, economic, political, and 
environmental factors combined with the 
power of the private sector could negatively 
impact on health outcomes in the absence 
of effective governance and transparency 
(Kickbusch, Allen and Franz 2016). 

From an accountability standpoint, 
digitalisation is a double-edged sword. 
On the one hand, it promises lower costs, 
increased system efficiencies, expanded 
access to services, improvements 
to health management information 
systems (HMIS), improved public health 
surveillance and an increased capacity 
to make strategic decisions in real 
time (Aerts and Bogdan-Martin 2021). 
Where there have been substantial 
barriers to accessing supportive and 
skilled health workers as a ‘first point of 
contact’, digitalisation can enable direct 
access to expert advice and continuous 
management of chronic health problems 
(Faujdar et al. 2020). On the other hand, 
it raises serious questions about the 
effects on quality of care, privacy of 
health data, potential abuses of health 
data and a deepening ‘digital divide’ that 
could negatively impact access to health 
information, services, and care for already 
marginalised and vulnerable populations 
(Ziebland, Hyde and Powell 2021). 

It may be useful to consider the 
conclusions reached by the Making 
All Voices Count research programme 
(2013–2017) which started from the 
optimistic premise that new technologies 
could be applied to long-standing 
challenges of accountability and 
governance in the public sector 
in Africa, South East Asia, and the 
Middle East. This programme of work 
identified in multiple case studies that 
technological innovations did not improve 
accountability outcomes unless paired 
with supportive and enabling democratic 
structures, spaces of open and inclusive 
deliberation, increased citizen capabilities, 
and a critical consideration of the ways 
that new technologies might ‘expand the 
possibilities for surveillance, repression 
and the manufacturing of consent’ 
(Edwards, Brock and McGee 2018).

These findings chimed with a now 
established debate in international 
development. Sceptics of digitalisation 
of the public sector portrayed ‘big 
data’ global actors as a new form of 
exploitation and extraction of ‘data value’ 
(Couldry 2019). Others recognised the 
potential of these transformations for 
creating new relationships between 
citizens and governments premised on 
the transfer and flow of individual data, 
as well as the increased availability of 
data on public sector performance (Hintz, 
Dencik and Wahl-Jorgensen 2018). 
Prior to the Covid-19 pandemic, data 
was already considered the ‘new oil’ by 
critics of digitalisation in international 
development. In the field of global health 
concern mounted about the increased 
influence of health technology and 
telehealth actors on health outcomes 
in under-resourced settings (Sharon 
2018; Tiffin, George and LeFevre 2019). 
For those examining these processes 
with a critical eye, it was clear that the 
digitalisation of health systems and 
services would be a political and social 
process, as much as a technical one. 
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Determinants of 
health technologies
This was the backdrop against which 
the Covid-19 pandemic shocked health 
systems on a global scale, putting 
accountability for health equity on 
temporary hold (Nelson et al. 2022; 
Loewenson et al. 2020). Governments 
and private sector actors benefited from 
the window of opportunity created by 
the pandemic to innovate, without some 
of the more cumbersome aspects of 
regulation and public scrutiny. The rapid 
increase in the use of digital technologies 
to achieve public health aims, including 
disease surveillance and remote/virtual 
forms of disease management, was not 
without substantial challenges to trust 
and accurate health information. The 
pandemic sparked an ‘infodemic’ – that 
is, what WHO described as an ‘epidemic 
of misinformation’ fanned by the lack of 
trust in government and public health 
actors and by purposeful planting of 
Covid-19 misinformation on social media 
(Tangcharoensathien et al. 2020). The 
introduction of Covid-19 ‘track 
and trace’ apps raised further concerns 
about the ethics and risks of new types 
of government surveillance (Lucivero 
et al. 2020).

What then are the key issues at this stage 
in the recovery and reconfiguration of 
post-Covid-19 health systems, when the 
reality of the expanded digitalisation is 
beginning to sink in? A starting point is 
to consider which actors or institutions 
have ‘answerability’ when it comes to 
potentially negative health outcomes. 
One helpful way to frame these questions, 
borrowing from Kenworthy (2019), is 
to think about technology itself as an 
influencing factor in shaping health.
 As Kenworthy describes it, we can better 
envision the potential effects of new 
technologies on health by breaking 
its effects into three categories 
of influence:
 
•  Technology as a social determinant 
 of health; 

•  Technology as a commercial 
determinant of health; 

•  Technology as a political determinant 
of health. 

What might these three categories 
mean in practice?

A social determinant of health refers to 
the non-medical factors that influence 
health outcomes. These range from 
income inequality, food insecurity, 
structural conflict, working life conditions, 
education, and the effects of stigma 
and discrimination as experienced by 
specific population groups according to 
gender, race, ethnicity, religion, and/or 
health conditions (WHO 2010). Health 
inequities, according to WHO, ‘flow from 
patterns of social stratification – that is, 
from the systemically unequal distribution 
of power, prestige and resources among 
groups in society’ (ibid.). As health 
systems become increasingly digitalised, 
the social dynamics and social realities 
created by, or mediated by, these new 
technologies will affect existing patterns 
of social stratification, directly or 
indirectly affecting health outcomes. 
This potential increase in health inequity 
in the face of the expanded application 
of new technologies in health systems 
is often referred to as the ‘digital 
divide’. It focuses on issues of access 
to, and ability to interact with, new 
technologies to achieve desired health 
outcomes (Beaunoyer, Dupéré and 
Guitton 2020). Focusing on the digital 
divide alone, however, can create blind 
spots in terms of our understanding of 

‘The digitalisation of 
health systems and 
services is a political and 
social process, as much 
as a technical one.’
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the wider influence of technology on 
social stratification, social dynamics, and 
subsequent health inequities.

Thinking about technology as a 
commercial determinant of health calls 
attention to the fact that technologies 
developed by the private sector and 
applied to mixed health systems may 
reshape health-care markets, influence 
data use and enable profiteering in ways 
that will also have material effects on 
health outcomes and health inequities 
(particularly if there is no concern given to 
the needs of vulnerable and marginalised 
populations). The evidence does not yet 
exist for the health effects of the tech 
sector writ large on national-level or 
global-level health metrics, but as the 
ability to collect data on individual health 
status becomes more sophisticated, it 
will become increasingly feasible to track 
how specific types of digital interventions 
or innovations contribute to positive 
or negative effects on individual and 
population-level health.

Finally, it bears thinking through 
the potential effects of technology 
as a political determinant of health. 
Innovations in the digital tech sector 
have the potential to enable new 
channels of public debate and the 
creation of feedback loop mechanisms 
that empower more robust forms of 
citizen-to-state and patient-to-provider 
accountability. At the same time, 
technologies have the capacity to create 
opportunities for increased government 
surveillance and control of populations. 
In light of these effects, we can posit 
that technology will have a significant 
influence on the shape of debates over 
health rights and health entitlements at 
national and at global level in this period 
of digital acceleration (Kenworthy 2019; 
Tagmatarchi Storeng and de Bengy 
Puyvallée 2021).

Developing 
accountability 
approaches based on 
citizen engagement
It will be enormously challenging to 
hold powerful tech actors and powerful 
health actors jointly to account for 
the material effects of these digital 
transformation processes. However, the 
work of citizen engagement for health 
equity does not start from scratch. 
There are already existing arrangements 
in a number of countries (Lodenstein 
et al. 2013; Martin Hilber et al. 2016; 
Cornwall 2011), on the back of which new 
structures and mechanisms to achieve 
greater accountability can be adapted. 
Accountability for health equity implies 
a direction of travel in terms of who is 
held to account, for what and with what 
objectives. It calls for identifying the means 
through which health duty-bearers (private 
or public) can be held to account when 
citizen/patient/population health needs 
are not sufficiently met or when adverse 
outcomes are generated by digitalisation 
processes. Citizen engagement in the 
recent past has included local, regional 
and national-level health committees 
that track and influence health service 
performance, health outcomes and 
resource allocation (Cornwall 2011). It 
has included citizen-led score cards which 
redefine health services quality and 
health sector performance criteria, then 
monitor and publicise the results (or lack 
of results) when demands for change are 
made (Yilla et al. 2014). Accountability 
for health equity can encompass the role 
played by the health professions (whether 
in terms of self-regulating performance 
or in acting to influence health policy 
change). It can also include participatory 
budgeting processes of public health 
services and other mechanisms through 
which citizen voice and feedback are 
channelled upwards to government, 
potentially shifting government decisions 
in favour of greater health equity (Allen 
et al. 2016). 
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Health systems are incredibly complex, 
which means simply identifying key 
stakeholders and decision-makers, as well 
as the levers to shift health inequities, can 
be a substantial hurdle. The relationships 
that determine which actors are held 
to account, for what and to what end 
are necessarily influenced by political 
and social dynamics. These dynamics 
are in constant flux. The challenge will 
be to adapt these arrangements while 
prioritising investments targeted at 
building the capabilities needed to hold 
health and technology sector actors 
jointly to account for their impact on 
health equity. 

Given health systems’ complexities, there 
is some comfort to be taken from looking 
at a longer trajectory of attempts at global 
and national levels to improve health 
system performance and address health 
inequities through strengthening citizen 
engagement. 

In a reflection on the last 20 years of 
health-focused accountability research 
and practice, Nelson, Bloom and 
Shankland wrote that ‘accountability 
processes that target systemic and 
structural drivers of inequity within health 
systems have the potential to shape a 
different future, as do those that involve 
citizens directly as agents of change’ 
(Nelson, Bloom and Shankland 2018). 
With the incorporation of new technology 
actors into mixed health systems, it is 
not yet clear what new accountability 
mechanisms will be required so that these 
new actors are answerable to citizens and 
health service users. The legal frameworks 
and governance arrangements of the 
digitalisation of health systems at 
national and international levels, as 
discussed in Section 3, are in the process 
of development. However, even working 
out who these actors are both within and 
external to health systems and what kinds 
of relationship they hold with already 
established health system actors, would 
be a useful exercise. For example, are data 
processors health systems actors? What 
professional associations related to the 
digitalisation of health might be relevant 

that have not yet been considered 
in ‘traditional’ health accountability 
initiatives? Should digital interfaces that 
mediate the relationship between health 
workers and patients be considered 
health actors and subsequently be held to 
account by citizens/patients for their role 
in influencing health outcomes and health 
inequities? What about the effects of 
artificial intelligence (AI) applied to health 
surveillance processes? Who would be 
held to account for undesirable impacts of 
these innovations?

One of the limitations of applying existing 
accountability approaches to digitalisation 
is the impossibility of anticipating how 
health data collected now might be 
combined and recombined in future, 
with potentially deleterious effects on 
health equity. On the point of health data 
alone, Saksena et al. (2021) suggest five 
actions to prioritise now with the goal of 
generating the potential for accountability 
in a digitalised health future. These are: 

•  Developing health technologies with 
 a ‘privacy by design’ approach; 
•  Holding data processors themselves 
 as legally liable;
•  Keeping the collection of health data 

minimal and limited; 
•  Not assuming consent at ‘patient entry’ 

but giving repeated consent processes 
and options to opt out; 

•  Building citizen/patient/
population-level awareness of data 
privacy issues and risks.

It is this last point – building citizen 
capacity – that is key to strengthening 
accountability relationships and processes 
in increasingly digitalised health systems. 
Up to a point, much of this rapid change 
has occurred without, broadly speaking, 
public knowledge or direct engagement. 
From health rights activist groups to 
technical experts in health systems 
strengthening to anti-corruption 
advocates and good governance 
enthusiasts, the question of how to hold 
new technologies to account for the 
health effects they create is wide open. 
Commercial and public health objectives 
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are not, de facto, aligned (Kickbusch, Allen 
and Franz 2016). Rules of engagement are 
unclear, and regulation remains a source 
of tension between governments, private 
sector actors and citizen groups.

Citizen engagement for health equity is a 
means to centre power in these debates 
and relationships. It can create discomfort 
in that such an approach challenges the 
perspective that digitalisation of health 
systems is a purely technical exercise. It 
asks those involved in working towards 
common solutions to recognise that 
these debates do not occur on equal 
ground, and that consideration for the 
needs of those excluded from the rooms 
(real or metaphorical) where decisions 
are made and policies created, should be 
an absolute priority. Accountability for 
health equity in a digitally transformed 
(and transforming) context requires 
building on existing strengths. This 
means generating greater awareness and 
capacity to engage with digitalisation 
processes for already existing civil 
society and community-led accountability 
efforts. It demands independent 
research, in collaboration with those 
seeking the means to strengthen legal 
and governance frameworks at national 
and international level. It necessitates 
going beyond simple narratives of 
techno-optimism or techno-pessimism, 
and instead recognising the complex 
political, economic, and social agendas 
that are, and will be, bound up in this 
transformation process. 

 

‘The question of how to 
hold new technologies 
to account for the 
health effects they 
create is wide open… 
but citizen engagement 
for health equity is a 
means to centre power 
in these debates and 
relationships.’
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Previous sections have 
described the speed 
and complexity of the 
changes implied by the 
digital transformation of a 
health system. There are 
no best practice models 
for countries to copy with 
regard to the organisation 
and governance of a 
digitally enabled health 
system. That is why 
countries will need to 
include a learning approach 
in their digital health 
strategy (Kruk et al. 2018).

The need for a 
learning approach 
A number of health system analysts 
describe the health sector as a complex 
adaptive system with a range of 
characteristics that make its behaviour 
unpredictable and its development 
non-linear. This complexity arises from 
the interaction of thousands of actors 
with their own patterns of behaviour and 
organisational routines that support the 
provision of multiple kinds of services 
(Paina and Peters 2012; Peters 2014; 
Xiao et al. 2013). The ways in which 
different actors in the health system – 
agencies and individuals – behave are 
dynamic, and their interactions can lead 
to outcomes that are hard to predict in 
advance. Introducing new interventions 
into a complex system inevitably creates 
both intended and unintended outcomes. 
Such self-organising complexity creates 
challenges for planners, regulators and 
managers to effectively steer their 
development (Plsek and Greenhalgh 
2001; Greenhalgh et al. 2017). 
Dynamic, often experimental change 
management approaches are needed to 
help steer the development of the system 
in a desirable direction.

An increasing body of analysis exists 
that links health systems’ ability to 
learn to the successful management of 
complex change. Such analyses point to 
the context-specific nature of change 
and hence learning and adaptation efforts 
– that apparently similar interventions 
in different places may well function 
differently for reasons that are not 
immediately obvious (Peters et al. 
2009). Many low-income countries have 
under-resourced this aspect of health 
system management (Kruk et al. 2018). 
However, some countries have managed 
complex health sector reforms through 
experimentation and learning (Husain, 
Bloom and Xiao 2023) and others are 
building this capacity (Akhnif et al. 2018). 
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Building learning 
health systems 
A recent report from the Alliance for 
Health Policy and Systems Research at 
WHO provides a useful statement of the 
function of learning, seen as ‘a means for 
progress and empowerment for health 
systems […] by developing the inbuilt 
ability to generate and use the knowledge 
and skills they need to constantly improve 
and perform’ (WHO et al. 2021). This 
can improve health system functioning; 
support adaptation and innovation; and 
support self-reliance. 

This understanding of learning sees 
knowledge generation and use as 
action-oriented (Kruk et al. 2018), and 
requires that knowledge is applied to 
anticipate, prevent, or solve problems 
(WHO et al. 2021). The context-specific 
nature of change in health systems 
requires learning that asks how 
interventions or reforms work, alongside 
assessments of their effects. Learning is 
a continual process, relying on structures, 
capacities and approaches that must 
be purposively developed and fostered 
(Peters et al. 2009).

The WHO report emphasises different 
dimensions of learning including: 

•  the need to involve a wide range 
of actors such as service providers, 
researchers, analysts, and the public; 

•  the variety of approaches to learning 
such as the use of routine data, special 
implementation research studies, 
formal evaluations and a variety of 
consultations and so forth 

 (WHO et al. 2021). 

Tools for learning
Over the past ten years, at least since the 
Bellagio Call to Action on Global eHealth 
Evaluation (Bellagio eHealth Evaluation 
Group 2011), there has been consensus 
regarding the need for evaluation of 
digital health interventions and how they 
can be integrated into health systems. 
WHO produced guidelines in 2016 (WHO 
2016), and other global health agencies 
have developed similar toolkits and 
frameworks (Labrique et al. 2018). 

Simultaneously, there is a burgeoning 
literature assessing the effectiveness and 
uptake of interventions in specific country 
contexts. While routine monitoring and 
evaluation approaches, such as ‘theory 
of change’ approaches, remain important 
(WHO 2016), there is increasing evidence 
that sophisticated methods such as realist 
evaluation (Pawson 2013), and ones 
grounded in socio-technical approaches 
to understanding change are likely to be 
valuable (Greenhalgh 2018). 

Increasing diversity in approaches 
to evaluating digital health 
interventions
 
Theory of change: Unpacking 
interventions to develop plausible 
theories about causality that provide 
a basis for tracking outcomes and for 
making claims about attribution.

Realist evaluation: Assessing how 
programmes function through 
evaluations that examine how 
different contexts and operating 
mechanisms affect outcomes.

The NASSS framework: A framework 
that examines technology adoption 
as a social, institutional and 
organisational process, with multiple 
possible outcomes, including 
Non-adoption (N), Abandonment (A), 
failure to Scale-up (S), to Spread (S), 
or to achieve Sustainability (S).
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There is no one-size-fits-all approach 
for assessing digital health interventions 
– local context is critical – but there 
are a range of frameworks and tools to 
support this. These should be thought 
of as decision support tools that can 
be deployed as needed (Husain, Bloom 
and Xiao 2023). This will require that 
countries strengthen their capacities to 
perform these kinds of function. It also 
has implications for international agencies 
and donors, given that strengthening 
these capacities will require technical 
and financial resources. 

‘There is increasing 
evidence that 
sophisticated methods 
such as realist evaluation, 
and ones grounded 
in socio-technical 
approaches to 
understanding change 
are likely to be 
valuable.’
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International consensus is 
growing on the contribution 
that digital innovations 
could make to national 
efforts to ensure equitable 
access to effective and 
affordable health services. 
The global digital health 
sector is large (worth 
US$210 billion) and is 
expected to grow rapidly.
This growth has tended 
to be fragmented and 
most countries have 
not established clear 
mechanisms to steer digital 
health transformation. 
There is a shared vision 
of what a digitally enabled 
health system might look 
like and an agreement 
that countries need to 
formulate and implement 
strategies for digital health 
transformation. But there 
are no best practice models 
for countries to emulate 
or road maps to guide this 
transformation.

This section outlines an approach for 
supporting the implementation of digital 
health transformation that takes the 
complex and rapidly evolving nature of 
the digital health sector into account. It 
begins with a systems approach to the 
management of change and then outlines 
an inclusive and iterative approach for 
aligning the direction of change with 
policy objectives for increasing access to 
equitable, effective and affordable health 
services and making progress towards 
universal health coverage.

A systems approach
Sections 3, 4 and 5 of this report 
presented a systems approach that 
focuses on three aspects of the rapidly 
evolving digital health system.

• Section 3 
  Discussed the need to establish 

institutional arrangements for 
influencing the performance of a mixed 
health system. This entails new kinds 
of engagement between public and 
private actors and the involvement of 
key stakeholders in agreeing to norms 
and standards and ensuring adherence 
to them. These stakeholders will need 
to build their capacity to participate 
effectively in these new institutions. It 
is important to create mechanisms that 
ensure that the perspectives of people 
with less economic and political power 
are taken into account.

• Section 4 
  Discussed the need for strategic 

governance of the digital health 
innovation ecosystem. This will 
involve new kinds of partnership 
between technology and health and 
between public and private sectors. 
Government actions can influence 
the kinds of innovation that emerge 
and are incorporated widely. It is 
important to involve digital technology 
companies (large and small) and 
government agencies responsible 
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for business and technology policies 
in health sector discussions about 
digital transformation. Mechanisms 
are needed to avoid excessive 
concentration of market power and 
forms of ownership that could create 
incentives for a costly style of care.

• Section 5 
  Argued that it is critical that 

investments are made to build the 
capacities of citizens and digital 
health service users to hold digital 
health transformation processes to 
account. It is equally important that 
all actors involved in digital health 
transformation are committed to 
improving health equity. Existing 
social, political and bureaucratic 
accountability mechanisms will need 
to be adapted to a changing digital 
health landscape, one that enables 
and encourages citizen and user 
participation in the creation of new 
governance arrangements. 

An inclusive and 
iterative approach 
Section 6 
Discussed the challenge of managing 
change in complex systems, such as the 
digital health sector. It argued that all 
stakeholders should participate in building 
a full picture of a rapidly changing reality 
and in identifying the new roles and 
responsibilities of each stakeholder. It 
also advocated for the incorporation of 
learning into the management of change. 
This will require organisations with the 
capacity to undertake assessments of 
interventions and convene a variety of 
stakeholders including government, the 
private sector and representatives of 
users of digital health services.

We plan to organise transformation 
labs (T-Labs) to support this kind of 
process. We use this term to express 
the importance of experimentation and 
learning. The T-Lab approach draws on  

the experiences of other sectors in which 
it has been important to build a consensus 
on socially desirable policies and 
actions despite big differences between 
stakeholders in terms of their knowledge 
and perspectives, their economic interest 
and their relative power.

T-Labs are spaces where diverse 
stakeholders from health and non-health 
sectors come together to build an 
understanding of the opportunities and 
potential problems associated with digital 
health innovations and to then shape 
and co-create activities that support 
digital transformation aligned with 
national policy priorities. They involve 
interrogation and experimentation 
that challenge established institutional 
models; recognise the need for innovation 
in governance; and foster unconventional 
partnerships that may eventually become 
the norm. The labs will generate evidence 
and stimulate new thought processes 
on innovative ways to incorporate new 
technologies into strategies for improving 
health service performance.

We envisage a multi-year process that 
involves established digital leaders, 
emerging entrepreneurs, the start-up 
community, health sector managers, 
health and technology policymakers and 
civil society organisations, among others, 
to identify priority actions for change, to 
agree on the roles and responsibilities of 
each stakeholder in the implementation 
of those actions and to establish 
mechanisms for adjusting implementation 
on the basis of experience and evidence. 
The learning generated will help to 
build the capacity of stakeholders to 
engage effectively in digital health 
transformation.

The success of T-Labs depends on 
several factors. It is important to reach 
agreement between stakeholders on the 
shared values that form the basis for 
any intervention because stakeholder 
ownership and trust are critical to 
forging joint solutions. It is necessary to 
build a common understanding of the 
context within which any intervention 
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is embedded. It is important to ensure 
that the perspectives of people with 
little economic, social or political power 
are represented. It is also important to 
involve local thinktanks and research 
organisations as important contributors 
to the management of change.

Organising T-labs requires skilled 
facilitation to ensure that all voices 
are heard and recognised. The process 
begins by building agreement on the 
goals of digital health transformation and 
a mutual understanding of the current 
context. This leads to a review of priority 
actions for improving access to health 
services and/or strengthening an aspect 
of digital health governance. Three 
examples that have already arisen during 
preliminary consultations illustrate the 
kinds of actions that could be selected: 
(i) strategies for scaling a successful 
intervention for improving access to 
basic health services, involving new kinds 
of partnership between different types 
of organisation and new approaches to 
public health funding; (ii) challenges to 
the implementation of an interoperability 
policy or another regulatory initiative; 
and (iii) ways to ensure that government 
support for technology innovators 
encourages them to take health 
development priorities into account. For 
each intervention to succeed, a variety 
of stakeholders will need to play an 
important role.

As interventions are implemented, small 
studies document what went well and 
why, as well as any undesirable outcomes. 
The methods and findings are reviewed 
at regular meetings to monitor progress 
and revise implementation strategies. 
This strengthens the capacity of all 
stakeholders to participate in a learning 
approach to digital health transformation. 
It may be necessary to arrange activities 
to build the capacity of stakeholders 
to engage effectively in this process. 
This particularly applies to groups that 
represent citizens as users of health 
services and/or technology platforms. 
Although the focus of the T-Labs is on 
implementing priority actions, this is 

framed in a broader context so that they 
contribute to the management of the 
transformation process.

The digital health industry is global, so 
changes in market shaping or governance 
arrangements in one country are likely to 
affect other countries. National strategies 
need to be informed by developments 
elsewhere. That is why opportunities for 
mutual learning between countries are 
needed. Also, international initiatives to 
develop so-called ‘digital public goods’ 
may provide useful pro-equity resources, 
that countries should keep an eye on. 
Countries also need to build their capacity 
to participate in regional and global 
negotiations about the governance of 
digital health.

The Mutual Learning for Mixed Health 
Systems platform has brought together 
a team with the capacity to organise 
transformation labs for digital health 
transformation. The plans for the next 
phase of work include inception labs in 
several countries including Argentina, 
Bangladesh, Zimbabwe and India. The 
core technical team and the leaders of the 
country labs are listed on the title page of 
this report. The aims are to build national 
capacities to manage digital health 
transformation and create a mechanism 
for mutual learning between countries 
and for engaging in global debates.
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HealthX Africa: a 
Kenya-based primary 
health care service 
provider built on the 
vision of a doctor 
for every Kenyan

HealthX exists to ensure 
that every Kenyan has 
easy access to the most 
affordable medical 
services anywhere in the 
country and anytime, day 
or night. By doing so, the 
company seeks to put 
the power of health-care 
decision-making back in the 
hands of every citizen. 

Health and demographic 
environment

Kenya has adopted universal health 
coverage (UHC) as a priority in its 
development agenda. The case for 
UHC is incontrovertible, with the right 
to health being a fundamental human 
right guaranteed in the Constitution of 
Kenya, and critical to the achievement 
of Kenya’s Vision 2030. To achieve this 
ambitious goal, the Government of Kenya 
has spearheaded multiple important 
policy and administrative reforms and 
programmes aimed at improving access 
to health care.

Despite considerable investment and 
planning at both national and county level 
across the country, health infrastructure 
and resources lag behind the health needs 
of the population. The Kenya Master 
Health Facility List identifies 13,517 
public and private health facilities in 
Kenya,14 an insufficient number to serve 
the population of 50 million and growing. 
As of 2019, Kenya had 12,090 registered 
medical doctors, resulting in a ratio of 
25 doctors per 100,000 population.15 
This means Kenya has some way to go to 
achieve the World Health Organization’s 
recommendation of one doctor per 1,000 
population. The distribution of that 
existing health workforce is inequitable, 
with 80 per cent of clinicians serving 20 
per cent of the population,16 primarily in 
urban settings. According to the Kenya 
Demographic Health Survey report 2022, 
only 25 per cent of all Kenyans have any 
health insurance (including National 
Health Insurance), meaning that the 
majority pay out of pocket for all health 
expenses. Deaths from non-communicable 
diseases (NCDs) are on the rise, at 39 per 
cent in 2021, up from 27 per cent in 2015, 
and projected to reach 55 per cent by 
2030, according to the National Strategic 
Plan for the Prevention and Control of 
NCDs 2021/22–2025/26.

This is where the Government of 
Kenya’s successful prioritisation of, 
and investment in, the ICT sector may 
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reap significant rewards for health. 
Kenya – which is known as Africa’s 
‘Silicon Savannah’ – is a regional leader 
in terms of broadband connectivity, ICT 
infrastructure, value-added services, and 
mobile money/banking.17 Data from the 
Communications Authority until end of 
June 2021, show active mobile SIM cards 
subscriptions standing at 64.4 million, 
representing 132.2 per cent market 
penetration (many Kenyans have more 
than one SIM), with internet subscriptions 
reaching 46.7 million, of which 99 per 
cent are mobile data subscriptions. 
Millions of Kenyans use their phones 
multiple times daily to communicate, 
access financial services, work from home, 
shop online, study, and socialise. Health 
care is one of the final frontiers that has 
been less accessible through the use of 
mobile phones and digital technologies 
in Kenya.

Regulatory environment

The health-care system in Kenya had no 
formal provision for the delivery of health 
care through telemedicine until the onset 
of the Covid-19 pandemic in 2020. At 
that point, the Kenya Medical Practitioner 
and Dentists Council (KMPDC) moved 
swiftly to respond to the restrictions 
imposed by the pandemic and to ensure 
that patients were still able to get health 
care when they needed it. The KMPDC 
developed a ‘Virtual Medical Services’ 
licence and began issuing approvals for 
existing registered and licensed health 
facilities to offer virtual medical services. 
By February 2021, 20 health facilities had 
received approvals from the KMPDC to 
offer telemedicine services in the country, 
and this number has subsequently grown. 
Anecdotally, there may now be more than 
50 registered telemedicine providers 
in the country. No other professional 
regulatory bodies have put in place 
regulations or licensing for telemedicine 
at the moment, meaning that all 
health-care cadres must go through 
the KMPDC to offer telemedicine, and 
abide by the KMPDC licensing regulations 
for telemedicine. 

These include:

•  Linkage to a physical, brick-and-mortar 
licensed and registered health facility, 
to enable data reporting into the Kenya 
Health Information System through a 
Master Health Facility List (MFL) Code;

•  Oversight from a medical director 
responsible for clinical care delivery 
through telemedicine, and registered 
with the KMPDC;

•  That all telemedicine practitioners shall 
meet the registration and licensing 
requirements under CAP 253 Laws of 
Kenya and attending rules;

•  That all practitioners shall provide 
services within their scope of practice;

•  That the facility will maintain a list 
of all licensed medical and dental 
practitioners providing virtual services 
on the telemedicine platform;

•  That practitioners shall not use 
collected personal health information 
for research without ethical approval;

•  That the virtual facility shall maintain 
 a record of all services provided;
•  That all the practitioners shall ensure 

compliance with the Ministry of Health 
policies on telemedicine (which do not 
currently exist), eHealth and any other 
related areas, to address data storage 
and systems standards, data privacy 
and security and interoperability of the 
system among others; and

•  That provisions of the Data Protection 
Act shall be adhered to. 

The Data Protection Act 2019 is overseen 
by the Office of the Data Protection 
Commissioner (ODPC), and all health 
facilities are now required to be registered 
with the ODPC.

Operations of HealthX 
Africa

Registered in April 2021, the first 
few months of HealthX were spent in 
obtaining regulatory approvals, including 
building a physical Level 2 Medical Clinic 
to be licensed by the KMPDC in order 
to obtain the Virtual Medical Services 
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licence. HealthX has prioritised quality, 
trust, patient-centredness and data 
security in the structuring of their office 
and the running of their services. These 
regular services include: 

•  Offering telemedicine services 
exclusively from an access-controlled 
Digital Operations Call Center (DOCC) 
linked to the HealthX medical clinic, 
with all clinical staff delivering 
telemedicine consultations from within 
the DOC only (no calls from home or 
other locations except virtual clinics). 

•  Full-time, salaried HealthX medical 
doctors, clinical psychologists, clinical 
nutritionists, and care coordinators 
who provide services exclusively for 
HealthX (unlike many telemedicine 
platforms in Kenya that allow any 
interested clinician to register and 
offer services via telemedicine when 
they want to – the ‘Uber model’).

•  The recording of every clinical 
consultation – voice, video, or chat – 

  as well as documentation of the same 
in the shared electronic medical record. 

•  Medical consultation services offered 
24 hours a day, seven days a week 
with no appointment required, and a 
commitment to connect patients to 

 a HealthX doctor within five minutes. 

HealthX was the first telemedicine 
provider in Kenya to offer an affordable 
subscription model – a model rapidly 
taken up by competitors after it was 
launched. Current pricing of packages 
begins at Kes 495 (less than US$4) 
for one full month’s access to the 
Care package. Through the affordable 
subscription packages, HealthX patients 
have unlimited access to a full-time team 
of HealthX doctors, nutritionists, wellness 
advisers, and mental health professionals. 

HealthX uses a variety of digital solutions, 
with telemedicine being the initial 
priority to ensure that all the services 
are of high quality, are affordable and 
accessible, including a toll-free line to 
enable users with feature phones to 
have a consultation; an app that enables 
video, voice and chat consultations, push 

notifications and reminders, vital signs 
monitoring and so on; and a virtual clinic, 
which provides the app-like services on a 
tablet or screen, with Bluetooth-enabled 
diagnostic devices to provide more 
information to the clinician on the 
patient’s condition and expand their 
diagnostic capabilities. 

HealthX fills an important gap in African 
health systems that has long gone 
unaddressed – that patients do not 
access primary health care (preventive, 
promotive and curative) in a timely 
manner. HealthX does not seek to replace 
brick-and-mortar facilities or in-person 
consultations nor to disrupt an already 
disrupted and fragmented health system. 
Rather, it seeks to be a piece of the puzzle 
in strengthening the health system in 
Kenya, and being an option for accessing 
care for the millions of uninsured Kenyans 
who have a willingness to pay, an ability 
to pay a certain amount, an awareness of 
their rights as patients, and a knowledge 
of health-care quality, but who find 
themselves priced out of the existing 
private health-care system. 
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Ikigai Law: an early 
mover in creating a 
focused health tech 
law and public policy 
firm in India

Ikigai Law is a law and 
policy firm with a sharp 
focus on technology 
and innovation. The firm 
specialises in working 
with new and emerging 
technology businesses, 
helping them to navigate 
ambiguous and evolving 
legal frameworks.

Through its dedicated health tech practice, 
the firm assists clients at every stage 
of the life cycle of a health product. 
They have worked with companies 
that provide telemedicine, online sale 
of medicines, artificial intelligence and 
machine learning (AI/ML) powered 
medical devices, rural-facing tele-ICUs. 
The firm has worked with government 
entities like the (Indian) National Health 
Authority, the (Indian) Ministry of Health 
and Family Welfare, and the British High 
Commission in India. It has also worked 
with non-profit organisations like the 
Public Health Foundation of India, the 
Centre for Mental Health Law and Policy, 
and Parliamentarians with Innovators for 
India. The health tech practice was born of 
the realisation that there would be a need 
to study and navigate the legal and ethical 
issues emerging as a result of the Indian 
government’s ambitious initiatives to drive 
digital health care and the innovations of 
India’s entrepreneurial start-up community. 

Sampling of health tech 
at Ikigai 

The health tech practice works across 
three verticals: (i) policy – helping to 
create enabling laws through strategic 
advice and stakeholder engagement; (ii) 
product – enabling businesses to develop 
products and structure their business 
models to take into account regulatory 
risks; and (iii) general corporate and 
commercial – developing and negotiating 
contracts, advice on investment rounds, 
among other aspects. 

Under its policy vertical, Ikigai led a 
delegation of Indian experts on a 
five-day study tour in the UK. This involved 
sessions with the National Health Service 
(NHS) UK, NHS AI Lab, the Medicines 
and Health products Regulatory Agency, 
discussing the regulation of software 
as a medical device (and more narrowly, 
AI as a medical device), as well as 
embedding ethics in the development of 
AI-enabled health products, building an 
innovation ecosystem, and approaches to 
inter-regulatory coordination. 
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The firm’s product vertical advised a 
manufacturer and operator of remote 
ICUs. The operation of such units 
raises significant liability issues for 
the manufacturer and operators – for 
example, on account of system downtime, 
loss of network or power. The team 
assisted on contractual arrangements 
between the manufacturer, intensivists 
and hospitals, and advised on containing 
liability risks for the client. Likewise, 
the team advised a health tech company 
in designing their AI diagnostic tool that 
diagnoses and then recommends ayurvedic 
products. This involved study of medical 
devices regulations in India and the US.

Driving conversations 
on health tech 

The health tech team at Ikigai write 
extensively on legal and policy issues 
affecting the health tech space. Illustratively, 
the team has written about the trajectory 
of medical devices regulation in India, the 
clinical evaluation process for medical 
devices under the Medical Devices Rules 
2017, price control of medical devices, 
the need to clarify how software devices 
are evaluated, considerations for starting 
a telehealth platform, the opportunities 
presented by the Ayushman Bharat Digital 
Health Mission’s Sandbox for the health 
tech industry, the various attempts to 
regulate e-pharmacies in India, and digital 
accessibility of telehealth platforms. 

A 2020 webinar hosted by Ikigai examined 
telemedicine practice guidelines to help 
platforms understand the law and how to 
comply. The webinar featured the views 
of leading experts in telemedicine.

The future of digital health 
policy in India and need 
for research and learning 
partnerships

The Indian government is keen to use 
technology for social good, and with a 

vibrant start-up community, is working 
to solve issues plaguing health-care 
infrastructure and delivery in India. 
Between 2018 and 2022, the Indian 
government launched the Ayushman 
Bharat Digital Health Mission (ABDM 
– India’s flagship mission to enhance 
digital health-care delivery), the National 
Tele-Mental Health Programme, guidelines 
for telemedicine and online sale of 
medicines, its own telemedicine platform 
(e-sanjeevani), and has used apps for 
managing the pandemic (Co-WIN and 
Aarogya Setu). These publicly funded and 
run initiatives will test India’s health-care 
infrastructure and professionals, and also 
its laws. Ethical, legal and policy questions 
will increase, as technology is used 
more for health-care delivery, research 
and innovation, and public policy/legal 
interventions. For instance:

•  Health research: What does ethical 
health data management look like for 
research and innovation? How can 
the government and organisations 
encourage health-care research while 
protecting patient rights and privacy? 

•  Health innovation evaluation: How 
will the government evaluate the 
safety and efficacy for human use, 
of emerging technologies in health 
care such as artificial intelligence and 
machine learning? Do governments 
have the capacity needed to look into 
the algorithms and resulting data for 
the evaluation? Is peer review of health 
technologies a solution?

•  Health care online: What policies 
will help with the quality control 
of health-care professionals (e.g. 
therapists, doctors on a telemedicine 
application) and products (e.g. drugs 
which can be damaged or altered while 
being delivered) in the digital space?

The answers to these complex questions 
lie in the independently funded research 
involving key stakeholders like civil 
society, industry, legal and policy experts, 
public health experts, investors, and 
government.
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Community health workers in Bihar, India, use the COMPREHENSIV digital health 
platform, developed by the Public Health Foundation of India’s Hi Rapid Lab, on an 
Android mobile phone to screen several early-stage diseases. 
Credit: PHFI Hi Rapid Lab, Hyderabad, 2021
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Community health workers in Bihar, India, use the COMPREHENSIV digital health 
platform, developed by the Public Health Foundation of India’s Hi Rapid Lab, on an 
Android mobile phone to screen several early-stage diseases. 
Credit: PHFI Hi Rapid Lab, Hyderabad, 2021

Page 7
Captured in 2020, this photograph depicted a field researcher from Universidad del Valle 
de Guatemala (UVG), who was using a mobile data collection tool for greater efficiency, 
during door-to-door interviews, for an antimicrobial resistance (AMR) research project in 
Quetzaltenango, Guatemala. Centers for Disease Control and Prevention (CDC) partners 
with Washington State University, and UVG, to strengthen epidemiological surveillance 
for AMR in Guatemala. 
Credit: Nicholas S. Tenorio, Health Communication Specialist, CDC, 2020
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Community health workers in Bihar, India, use the COMPREHENSIV digital health 
platform, developed by the Public Health Foundation of India’s Hi Rapid Lab, on an 
Android mobile phone to screen several early-stage diseases. 
Credit: PHFI Hi Rapid Lab, Hyderabad, 2021

Page 13
A Pathfinder-trained frontline health worker working in Nairobi, Elizabeth conducts 
regular home visits to 40 households throughout her community—all with the help of a 
mobile phone. She’s part of Pathfinder’s initiative called “mHMtaani,” or “mobile health 
for our communities”. 
Credit: Direct Relief, Nairobi, 2015

Page 20
Wislyne S. Yarh Sieh is a registered nurse and Officer in Charge (OIC) at Kpallah Community 
Clinic in Brewerville, Liberia. Wisylne worked as a healthcare worker during the Ebola outbreak 
in 2014-2015. The Ministry of Health did not have a centralized system to communicate 
vital information to healthcare workers across the country at the same time. UNICEF and 
USAID worked together to create a platform that utilized mobile phones to facilitate a 
two-way communications system between healthcare workers and the centralized ministry. 
Because of this new technology, healthcare workers across the country can receive text 
messages with important information about health emergencies. They are also able to 
use their phones to inform the Ministry of Health about the status of stocks in the clinic. 
Credit: USAID, Liberia, 2020
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Page 27
The WeMUNIZE programme in Nigeria is implemented by local technology start-up 
Black Swan Tech Ltd through USAID’s Maternal and Child Survival Program led 
by Jhpiego. Faced with limited local record keeping and low levels of literacy and 
connectivity, the WeMUNIZE program uses a combination of digital record keeping 
and community engagement to increase early childhood immunizations. 
Credit: KC Nwakalor for USAID/Digital Development Communications, Nigeria, 2019

Page 34
Young women look at their cell phones during a community meeting in Aurangabad, 
India. Credit: Simone D. McCourtie/World Bank, 2009

Page 37
Habiba Suleiman, 29, a district malaria surveillance officer, begins her work day at the health 
clinic where she receives SMS and GPS messages about new potential malaria cases and 
their locations. Thanks to this rapid and effective method of receiving information, Habiba 
can then go to patients’ homes to test them and carry out any necessary treatment. USAID 
has helped provide Habiba with the tools she needs to combat malaria in Zanzibar, where 
the disease was once the number one reason behind child death. By equipping Habibia 
with a phone, tablet and motorcycle, USAID ensures that she can quickly get to patients 
and record data regarding their health and the state of their home. For Habiba, this work is 
critically important: “In life, health is important over everything.” 
Credit: USAID, Zanzibar, 2015

Page 38
Captured 2013 in Ethiopia, this image depicts the left hand of the photographer, 
U.S. Centers for Disease Control and Prevention’s (CDC), Center for Global Health, 
Public Health Advisor, Samra Ashenafi, holding a Garmin GPS-60 device, while he was 
participating in a micro-planning session, focused on an Ethiopian vaccination campaign. 
These Global Positioning System (GPS) devices are needed, when including the geospatial 
coordinates of remote settlements, involved in the country’s national immunization plans. 
Credit: Samra Ashenafi, CDC, Ethiopia, 2013

Page 43
Star Arogya Digi Seva initiative is an assisted telemedicine programme being 
implemented by the Public Health Foundation of India and is supported by 
Star Health and Allied Insurance. The programme aims to improve quality and 
access to healthcare through bridge personnel trained in providing assisted 
tele-medicine solutions. 
Credit: Public Health Foundation of India, Chennai, 2021
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